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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the Dol industrial Secunty Manval apply

1o all secunty aspects of this effort)

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) )

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

SECRET

b.LEVEL OF SAFEGUARDING REQUIRED
SECRET

3. [3. THIS SPECIFICATION IS X ar;mmplefe as applicablel

% |7 PRIME CONTRACT NUMBER
FOR650-02-C- Q018

X

a. ORIGINAL [Complete dare in all cases}

Date 1y vasMOD)

10430

b. SUBCONTRACT NUMBER

b REVISED ;Supersedes Revision Nn

all previous specs}

Date s¥varunp)

¢ SGLICITATION OR OTHER NUMBER

DUE Date (YYMMDD)

c. FINAL {Complere tem 5 in all cases)

Date /¥YAMMDD)

YLS

4.1E THIS A FOLLOW-ON CONTRACT? | X |
|
Classifiegd materiai received or generated under

HO. M Yes, complete the fulluwing:

F08650-98-C-0101

{Preceding Contract Number)

is transterred 1o this follow-on contract

5_15 THIS A FINAL DD FORM 2547

in response 10 the contracror's requested dated

YES 2| NO. 1f Yes, complete the folluwing:

. retention of the identified classified material (s autharized for the period of

6. CONTRACTOR rinciude Commercisi and Government Entity (CAGE) Codel

a. NAME, ADDRESS, AND ZIP CODE
: SRS Information Services
1811 Quail S5t

Newport Beach, CA 92660

L. CAGE CODE |c.
093A7

COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) !

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZiP CODE

b. CAGE CODE

c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cade) ‘

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE {Narme, Address, and Zip Code)
CAPE CANAVERAL AIR FORCE STATION, FL 093A7 DEFENSE INVESTIGATIVE SERVICES
2300 LAKE PARK DRIVE, SUITE 250
SMYRNA GA 30080-7606
9. GENERAL IDENTIFICATYION OF THIS PROCUREMENT
CONSOLIDATED SAYETY SUPPORT CONTRACT
10. THIS CONTRACT WILL REQUIRE ACCESS T0:] vES | NO [ 11. IN PERFORMING THIS CONTRACT, THE CONTRACTCOR WILL: | YES | NO
3 HAVE ACCESS 10 CLASSIFED INFORMATION ONLY AT ANGTHER

3. COMMUNICATIONS SECURITY tCOMSEC) INFOAMATION X CONTRACTOHR'S FACILITY O A GOVERNMENT ACTIVITY P
b, RESTRICTED DATA pT4 b RECEIVE CLASSIFIED DOCUMENTS ONLY X
. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | PECENVE AND GENERATE CLASSIFIED MATERIAL
d. FORMERLY RESTRICTED DATA x d.  FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE 3
o INTELLIGENCE INFORMATION e PLRFORM SERVICES GNLY

) X |7 REEATTEST OIS TTASSIEED REORRUCTIN BUTSIOE THE IS, PUERTG e

13} Sensitive Compartmantay Informetion  15CI RICO, .5, POSSESSIONS AND TAUST TERRITORIES
(2 NuesCl . M [F RN BTIC) On bTrER BECONDARY DISTRIBUTION E i T ORMATION
1. SPECIAL ACCESS INFORMATION X |'n mequire A comsec ACCOUNT < ]
G NATD INFORMATION . HAVE TEMPEST REQUIREMENTS 4
h FORDIGN GOVERNMENT INFORMATION x | HAVE OPERATIONS SECURITY |OPSEC) REQUIREMENTS X -
+ LIMITED DISSEMINATION INFORMATION | v BE AUIMORIZED TO USE THE DEFENSE COURIER SERVICE ‘)(A{
5 7 N : e - = g
I, FOR UFFICIAL USE ONLY INFORMATION X i oTHER rseeciyy  AFFARS CLAUSE 5352.204-9000,
K OTHIR fSpevifys NOTIFICATION OF GOYERNMENT SECURITY X
ACTIVITY. SEEITEM 13 FOR AIS SECURITY FORMS.
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12. PUBLIC RELEASE. aayirfermanon Iciassified or unclassitied! pertainirg o this contract shall not be released for publc dissermination exzept as provided by the Idustrial
Secunty Manual or uniess It ras BEen aporaved (i pUDIG release Ly AP opriate QOVErAMENt AUTNRMTY  Froposen INNG ragases shall De SUOMITIER TOr apgroval pror [0 reIcass

D Dirgct Trrough Specify):
PUBLIC AFFAIRS OFFICE, 45 SW/PA, PATRICK AFB FL. 32925
TELEPHONE (321) 494-7731

o b Diresturats for Freedor of Infoimavon ang Secunty Reviaw, Offica of the Assistant Secretary of Defense IPunhc Affairst fur réview,
In the case of non.Colr User Agencies, requests for disclosure shall bé submitted to that apency

13. SECURITY GUIDANCE. The securitv classitication guidance need for this classitied effart ix identitied below. It anv aifficiity is encountered in applving thre guitance ar it any
alher coninbuting tactor indicales a need for changes in this gudance. the contractor s authonzed and envouraged tu provide recommandad changes: o challange the guidance or the
clusaibention assigned to any nformatiun or Matesdat fureisbed or gererated unger tis contract, amd 10 SUDMIT 3Ny QUESTIONS Tor INTeTEretation ot this guidance to the officist ideniified
below. Pending hnal dewision, the information involved shall be handled and protected at the highest teve! of class.fication assigned of recommended. (5t in as appropriare for the
classified effort  Artach, or furward under separaie correspendence, any docniments/guidelinas/axtracis reference herein. Add additipns/ pages as needed ro provide complets

REFERENCE 10B AND 10D:
ACCESS TO RESTRICTED DATA (RD) INFORMATION WHICH IS CLASSIFIED AND CONTRCLLED UNDER THE
ATOMIC ENERGY ACT OF 1954 OR FORMERLY RESTRICTED DATA (FRD) IS REQUIRED. BOTH RD AND FRD

MANDATE A FINAL U.S. GOVERNMENT SECURITY CLEARANCE AT THE APPROPRIATE LEVEL PRIOR TG
ACCESS.

REFERENCE L0H:
NISPOM, CHAPTER 10, SECTION 3, PROVIDES FURTHER GUIDANCE FOR FGI INFORMATION.

REFERENCE 10J:
FOUO INFORMATION WILL BE SAFEGUARDED [AW AFI 37-132, AF PRIVACY ACT PROGRAM, AND AFI 37-131,
AF FREEDOM OF INFORMATION PROGRAM.

REFERENCE [ IC:

GENERAL SECURITY CLASSIFICATION GUIDANCE AND APPROPRIATE SECURITY CLASSIFICATION GUIDES
WILL BE PROVIDED BY THE PROGRAM MANAGER, AS NEEDED.

(CONTINUED - SEE ATTACHED SHEET)

14. ADDITIONAL SECURITY RECHIIREMENTS. Roquuamente, in addition 1o IEM roguraments, o6 s613blithad far the cartract. 1 Yae, idontify ves | X | ne
the pertment contraciual clauses i1 tha cantract documeni itseif, af provide an sppropriate slatemert which idantilies the additional requirerments, Provide
& copy of the requirements Lo the cognizant secutity office. Use ftem 1.3 if aguitional space is neaded)

15. INSPECTIONS. flerments of this contract are outside the inspection responsibility of tha cagnizant sacurity affice. (# Yes, identify specific X v N
areas or efamants carved our and the activity respuonsihie for msp:cn'ons. Use ttem FY.; it addfr:?va,‘ space is ne‘:-dedl o L“J o L‘—I °
45 CS/SCBI, INFORMATION PROTECTION GrERICE, WILL PROVIDE OVEKSIGHT FOR COMPUSEC, COMSEC, SATE,
AND EMSEC.

45 SP/SPRC 1§ RESPONSIBLE FOR INDUSTRIAL SECURITY OVERSIGHT AND PERFORM ALL SECURITY REVIEWS.
45 SPS/SPAA WILL PROVIDE PERSONNEL SECURITY SUPPORT.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein ate complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME O FRTIFYING OFFICIA b TITLE €. TELEPHONE tinciude Arex Coder
ROB SEPESY CSSC PROGRAM MANAGER (321) 494 8319
4. ADDRESS inclupe Zip Coies ~J [E_,REQU\REU TISTRIBUTION
45 SW/SE X |5 contracTon
PATRICK AFB FL 32025 5. GUBCONTRAGTOR
X c. COGNIZANT SECURITY QFFICE FOR PRIME AND SUBCONTRACTOR

a. SIGNATURE

a

U 5. ACTIVITY RESPONSIARLE FOR OVERSEAS SCCURITY ADMIMISTRATION

@

- ADMIMNISTRATION CONTRACTING OFFICER

L X |
X

OTHERS 45 NECESSARY
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SECTION 13 CONTINUED:

REFERENCE 10J: FOUQ information will be sateguarded LAW AF1 37 132, AF Privacy Act Program. und AF[
37-131., Al Freedom of Informauon Program.

REFERENCE 11C: General security classification guidance and appropriate security classification guides will be
provided by the program manager. as needed.

The following list of sceurity classification guides are applicable and will be provided by the sponsor 1o the
contractor:

Current and Applicable Evolved Expendable Launch Vehicle (EELV) Information Protection Guide (IPG

- Current and Applicable National Reconnaissance Office (INRO) Integration and Iaunch Information
Protection Guide (IPG)Y/Security Classification Guide (SCG)

- Current and Applicable NAVSTAR GPS Information Protection Guide (IPG)/Security Classification Guide
(SCGY

- Current and Applicable Defense Satellite Communications System (DSCS) Information Protection Guide
{IPG)/Security Classification Guide (5CG)

- Current and Applicable Defense Meteorological Satellite Program (DMSP) Information Protection Cruide
{IPGY/Security Classitication Guide (SCG)

- Current and Applicable Advanced MILSATCOM Program Information Protection Guide (IPG)/Security
Classitication Guide (SCG)

- Current and Applicable SBIRS Information Protection Guide (IPG)/Secunity Classification Guide {SCC
- Current und Applicable Titan IV Information Protection Guide (IPG)

- Current and Applicable Defense Satellite Program (DSP} information Protection Guide (IPG)/Security
Classification Guide (8CG)

REFERENCE 11E: Contract is for engineering services. Classification markings on the material to be furnished
will provide the classification puidance necessary for the performance of this contract.

REFERENCE 11G: The contractor is authorized the services of IYI1C and must prepare and process 121 Forms
1540 and 15341, IAW NISPOM Chapter 1. Section 2.

REFERENCE 11J: OPSEC guidance is provided in AT1 10-1101.

NSN 7330 01-132-8057 S0336-101 OPTIONAL FORM 336A (4-86)
Sponsored by GSA
FAR (48 CT'R) 33,110
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REFERENCE 11K: Detense courier service (1DCS) can be used by the contractor. after obtuiming written approvad
of the contracting activity. Approval and request for DCS must be submitted in writing to: Commander. DCS,
ATTN: Operations Division, Ft George G Meade MD 20755-3370.

REFERENCE 11L: AFFARS Clause 5352.204 9000, Notification of Government Security Activity.

The contractor administers an information assurance program for all information collected and maintained on
government information systems. Information assurance includes the following disciplines: communtcations
security (COMSEQ). computer security (COMPUSEC), sccurity awareness training education (SATE), und
emissions security (EMSEC). Information assurance includes the following security programs: telecommunications
monitoring access program (TMAP) and sceure voice (ie., telephone STE and STU-TI). The contractor protects all
vovesnent iformation., classified and unclassifred, processed via communications-computer information systems
by applying the information assurance programs. The contractor is responsible for certification and acereditation
{C&A) process and obtaining designated spproving anthority (DAA) accreditation on information systems. DAA
can desienate the contractor certifvine official duties and responsibilities.

The contractor appoints responsibility to individuals for each information ussurance program and provides the
government a copy of the written appointment. The contractor trains personnel in use of the information systems,
which generate, process, store, transfer, or communicate information.

security guidance and identify any discrepancies. The assessment results will be documented for government

The Air Force Information Assurance Office (LAO}Y will assess all information systems in accordance with current
. review.

Air Foree guidance is attached as the next three sheets and must be complied with in accordance with this contract.
It 15 the contractor’s responsibility to maintain currency of COMSEC, EMSEU and S'TU-1L user publications.

REFERENCE 15:

45 CS/SCBL Intormation Protection Office, will provide oversight for COMPUSEC. COMSEC, SATE, und
EMSEC.

45 SPS/SPRC is responsible for industrial security oversight, and perform all security reviews.

45 SPS/SPAA will provide personnel sceurity support.

COMSEC, EMSEC, & STU-L
USER PUBLICATIONS

COMSEC ‘
NEW NLUMBER OLD NUMBER TITIL.E 3
| AF1 33-201 (C) ATSSI 4100 Communications Security (COMSEC) Program |FOUOQ]
AF133.210 AFSSI 4000 Crvptographic Access Program
NSN TA40-01-132-8037 S0330-101 OPTIONAL FORM 3304 (4 20)

Sponsored by GSA
FAR (483 CFR) 33,110
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AFL 33211

199

["AFR 50-10. AESSI

COMSEC User Reqdircments

AF133-212

ATSPC Sup. 1 Mar AL 4005

AI'SST 4000

Reporting COMSEC Deviations

AF133-2153

| Controdling Authorites for COMSEC Keying Marterial

TAT133-219

| AFSSI4007
AFR 506-8

Telecommunication Monitoring and Assessment Program

" EMISSION SECURITY (TEMPEST)

NEW NUMBER | OLD NUMBER

| TITLE

AFMAN 33-221

| Communications Security: Protected Disiribution Systems

AFSS1 7010

AFSSI 7001

il

The Emission Security Assessment

AFMAN 33214, Vol
I

Emisston Sécurity Assessments (DRAFT) [This will replace ’

| AESS1 7010 (S))] ]

AFMAN 33-214, Vol
S

TAFSSI 3030

Emission Sceurity Countermeasures Reviews (DRAF 1) [This will rcprluce
AESSI7011]

| AFSSI8500

| Protected Distribution Systems

| STU-1I o B
 NEW NUMBER | OLD NUMBER TITLE ‘
AFI 33-200 AT'SS1 3007 | Operational Sccurity Doclring for STU-111s

EMISSION SECURITY VISUAL AIDS

NUMBER DATE TITLE
DD Form 2036 [Dec 83 Do Not Discuss Classified Information
L45 SPWVA 33-7 11 Mar 97 Think EMSERC

Hignil

INFORMATION PROTECTION
POLICY AND GUIDANCE
AN OF FEBRUARY 2001

The following publications provide technical dircetion and information to persons engaged in computer security
activities with applicable AFPSC supplements:

NUMBER DATE ﬂ TITLE
Adr Force Policy Information Protection
d 1 Dec Y6

Directive 3_3-2

¢ AFIND 3

21 Aug 94

Specialized Communications-Computer Systems Security Publications

AT 33204

" 10ct97

Information Protection Security Awareness, Training and Education
| Program (SATE)

NSN 7340-01-152 8057

3033610 OPTIONAL FORM 336 (4-561
Sponsered by GSA
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AL 33-205

[nformatoen Protection Metrics and Measurement Program

Al Form 4160 1 Aug 00

o 16 Oct 96 ) )
AFIL 33-207 Computer Security Assistance Program
B 1 May 97 ‘ Curio &
AFI 33230 , Information Protection Assessment and Assistance Proeram
| 28 Sep 0 =

| .
| Information Assurance Assessment and Assistance Program (IAAP)
| Criteria

Air Force Systems Security Instruction (AFSST)
FrwkanddiktCOMPLIANCE WITH THESE PUBLICATIONS IS MANDA TQRY #fsdkskirrk ks

NUMBER DATE

TITLE

AHMAN 33-229

Controlled Access Protection (CAP)

AFMAN 33223

[dentilication and Authentication

ATSSI 3020 20 Aug 96

Remanence Security

ATSST 5021 15 Aug 96

Vulnerability and Incident Reporting

AFSSIE 5024 [ Sep 97 Vol 1. Ceruification and Accreddation

15024 3 Feb Q0

AFSSE 024 [ Sep 9/ Vol 1L, The Uertitying Official’s Handbook

105024 3 Feb 00

AFSST 5024 | Mar 99 The Designated Approving Authority Guide

105024 3 Feb 00

AFSS15024 | Mar 99 Type Accreditation
13024 3 Feb 00 ) o ]
i AFSSI7010(S) Unknown Emission Security Assessments

AFMAN 33202 [ 22un 00

The Computer Security (COMPUSEC) Program

Air Foree Systems Security Memorandum (AFSSM
NUMBER DATE TITLE
AFSSM 5023 L Aug 26 __: Viruses and Other TForms of Malicious Logic
AFSSM 7011 | May 98 ' Emission Security Countermeasures Reviews
TAFD 33-303 Nov 99 Campendium of Communications and Computer Terminology

NOTE: AFSSIYAFSSM are found in the Specialized Publications Index 5
45 CS/SCBI Information Protection Office, 494-5366, maintains user library.

43 CS/3CB1 provides COMSEC suppuoit w vtganizutions at Pauick AFB. RTSC contractor (CSR) supports

COMSEC requirements tor CCAFS.

Al COMSEC accounts are inspected by MAJCOM AFSPCYCSS.

Secnre Velephone Fauipment (STEY and Secure Telephone Unit-11 ISTU-TTD support at CCAFS s provided by

RTSC contractor {CSR1,

NSN 7330-01-152-8057

S0336-101 OPTIONAL FORM 336A (4-800
Sponsored by GSA
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