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RTSC DD FORM 254, CONTINUATION

SECTION 13 CONTINUED:

REFERENCE 11c - A LIST OF APPLICABLE SECURITY CLASSIFICATION GUIDES IS ATTACHED.

REFERENCE 11d - THE CONTRACT REQUIRES THE STORAGE OF CLASSIFIED COMPUSEC AND COMSEC HARDWARE WHICH MAY REQUIRE OPEN STORAGE AREAS.

REFERENCE 11f - THE CONTRACT REQUIRES ACCESS TO AND THE SAFEGUARDING OF CLASSIFIED INFORMATION OVERSEAS AT ANTIGUA AIR STATION, WEST INDIES, ASCENSION AUXILIARY AIR FIELD, SOUTH ATLANTIC, AND ARGENTIA, NEWFOUNDLAND.

REFERENCE 11g - THE CONTRACTOR IS AUTHORIZED THE SERVICES OF DTIC AND MUST PREPARE AND PROCESS DD FORMS 1540 AND 1541, IAW NISPOM CHAPTER 11, SECTION 2.

REFERENCE 11h - THE CONTRACTOR WILL BE REQUIRED TO OPERATE AF COMSEC ACCOUNT(S) IAW APPLICABLE DIRECTIVES.

REFERENCE 11I - A LIST OF APPLICABLE EMSEC DIRECTIVES IS ATTACHED.

REFERENCE 11j - OPSEC GUIDANCE PROVIDED BY AFI 10-1101.

REFERENCE 11 K - DEFENSE COURIER SERVICE CAN BE USED BY THE CONTRACTOR AFTER OBTAINING WRITTEN APPROVAL OF THE CONTRACTING ACTIVITY.  APPROVAL AND REQUEST FOR DCS SERVICES MUST BE SUBMITTED IN WRITING TO THE COMMANDER DCS, ATTN:  OPERATIONS DIVISION, FT GEORGE G. MEADE, MD, 20755-5370.

REFERENCE 11l - THE INFORMATION ASSURANCE OFFICE (IAO), 45TH COMMUNICATIONS SQUADRON, WILL HAVE OVERSIGHT OF THE FOLLOWING DISCIPLINES:  COMPUTER SECURITY (COMPUSEC), COMMUNICATIONS SECURITY (COMSEC--UNDER AFSPC), SECURITY AWARENESS EDUCATION AND TRAINING (SATE), AND EMISSIONS SECURITY (EMSEC).  THESE CONTRACTOR SECURITY DISCIPLINES WILL BE ADMINISTERED AND ASSESSED BY THE IAO UNDER AIR FORCE SPACE COMMAND POLICY AND GUIDANCE.

SECURITY CLASSIFICATION GUIDES

TITLE






  DATE
      CLASS
Global Positioning System (GPS) SCG



25 AUG 95

U

Defense Support Program (DSP) SCG



01 FEB 93

S

Integration & Launch NRO Satellites on the


08 APR 97

S

  Titan & Atlas Launch Vehicle Sys SCG










Launch Programs Information Protection Guide


30 MAR 98
        FOUO

MILSTAR System Protection Guide (Rev. 1)


15 OCT 98

S

Systems Operational Protection Guide (SOPG)


16 MAR 98

S


  for the DSP

OPNAVINST S5513.5, Rev B, Encl. 27 - 


03 MAR 97 

C

  Submarine Launched Ballistic Missile (SLBM)





  Weapon System SCG

OPNAVINST S5513.5, Rev B, Encl. 27 - Annex 005,

12 SEP 97

U

  SLBM Signature SCG

Space Surveillance Sensors System Operations

25 MAR 98

U

  Protect Guide

Space Surveillance Network (SSN) SCG



01 MAY 91

U

INFORMATION ASSURANCE OFFICE

Submission for DD Form 254

The contractor security disciplines will be administered, trained, and assessed by the Information Assurance Office (IAO) under Air Force Space Command policy and guidance.

Submission for Statement of Work (SOW)

COMPUTER SECURITY (COMPUSEC) REQUIREMENTS

(Applicable to communications-computer systems processing unclassified or classified information)

The Commander, 45th Space Wing (45 SW/CC), is the Designated Approving Authority (DAA) for all computers that process information.  The 45 SW/CC has delegated representatives of the 45 CS to:  train, administer, and assess by the IAO under Air Force Space Command Policy, guidance and directives.  Documents applicable to the Statement of Work are listed in attachment 1.  Dates and title of publications listed may change frequently; therefore, dates and titles are for baseline purposes only.  HQ AFSPC and local regulations, supplements, or amendments to these or any compliance documents may be issued during the life of the contract.  These shall be in full force and effect immediately upon receipt by the contractor.  If there is any increase or decrease in contract cost or any other portion of the contract is changed, the contractor will notify the contracting officer and get direction and authorization before proceeding.  The contractor shall implement provisions and maintain an ADP Computer Security Program (COMPUSEC) in compliance with AFSSIs, AFIs, AFSSMs and other Space Command policy governing security protection.  This COMPUSEC Training Program will include the development of all documentation to report risk analysis and security test and evaluation results.  The contractor will also request and maintain Air Force approval to operate all ADP systems under the contractor's jurisdiction.

(See attached list of Computer Security Policy and Guidance):

INFORMATION PROTECTION SECURITY AWARENESS, TRAINING, AND EDUCATION (SATE) PROGRAM (AFI 33-204)

(Applicable to communications-computer systems processing unclassified and classified information)
The contractor will follow the provisions in AFI 33-204, Information Protection Security Awareness, Training, and Education (SATE) Program, when using C4 systems for the Federal government to generate, process, store, transfer, or communicate information.  All newly assigned personnel receive initial SATE training within 60 days and all personnel will receive annual refresher training on computer security, communication security and emission security.  The Contractor will appoint a SATE Program Manager to administer the SATE program within their organization.  Send the appointment letter to the 45th Space Wing SATE Manager.  The Wing SATE Manager will assist the contractor's SATE Manager by offering workshops and training aids.

EMISSIONS SECURITY (EMSEC) REQUIREMENTS (Formerly TEMPEST) 

(Applicable to communications-computer systems processing classified information)

1.  The 45th Space Wing Commander has appointed the C4 Security Office as the 45 SW EMSEC Manager.  The EMSEC Manager is responsible for inspecting contractor facilities for compliance with EMSEC policies and procedures.

2. The following publication provides technical direction and information to persons engaged in communications security activities with applicable supplements:


AFSSM 7011, 1 May 98, Emission Security Countermeasures Reviews

3. The contractor will comply with the EMSEC directives listed below, or as revised by the Government:


AFI 33-203, 1 May 98, The Air Force Emission Security


AFI 33-219, 1 Jan 98, Telecommunications Monitoring and Assessment Program (TMAP)


AFSSI 7010, 1 May 98, (S) Emission Security Assessments.


AFSSI 3030, 1 May 97. Protected Distribution Systems


45 SWI 33-201, 24 Jul 98, Emission Security Program


45 SWI 33-202, 17 Dec 97, Emission Security Procedures

The contractor will establish and maintain an EMSEC program to protect classified information processed electronically.  The program will comply as follows: 

4.


a.  Appoint a representative, by letter, to assist the 45 SW EMSEC Manager to implement the EMSEC program and manage facility, system, and equipment configuration.  The appointee will also act as the sole representative from your organization to coordinate EMSEC matters with the 45 SW EMSEC Manager.


b.  Furnish the original copy of the appointment letter to the 45 SW EMSEC Manager and retain a copy for your files.


c.  Maintain an EMSEC file, which will include a copy of the appointment letter, a RED equipment listing, floor plan showing location of RED equipment, a copy of countermeasure assessment (performed by the 45 SW EMSEC Manager), and a copy of latest EMSEC inspection.


d.  Provide a copy of the equipment processing classified information (RED) listing and floor plan showing location of RED equipment to the 45 SW EMSEC Manager.


e.  Assist the 45 SW EMSEC Manager by performing required annual EMSEC inspections of facilities under your control and provide results of the inspection.


f.  Coordinate with the 45 SW EMSEC Manager whenever previously inspected facilities have undergone changes such as relocation, removal, or addition of new equipment.


g.  Conduct EMSEC training within your organization to ensure that your personnel are aware of EMSEC requirements.


h.  Ensure the 45 SW EMSEC Manager is informed on any EMSEC hazards or RED/BLACK deficiencies that exist in your organization.

Communication Security (COMSEC)

(Applicable to communications-computer systems processing classified information with an established COMSEC account)
1.  Access to COMSEC material or information is restricted to US citizens holding a final US Government security clearance, and not releasable to persons holding a reciprocal clearance.  COMSEC/Crypto briefings apply only to the use and control of crypto equipment and specialized COMSEC publications.  Access to classified COMSEC information is limited to the minimum necessary and on a strict need-to-know basis.

2.  The contractor will comply with the COMSEC directives listed below, or as revised by the Government:


AFI 33-209, 1 Feb 98, Operational Instruction for the Secure Telephone Unit 

(STU-Ill) Type 1.


AFI 33-210, 1 Oct 98, Cryptographic Access Program. 


AFI 33-211, 1 Nov 97, Communications Security (COMSEC) User Requirements.

AFI 33-212, 1 May 99, Reporting COMSEC Deviations.

AFI 33-215, 1 Jan 98, Controlling Authorities for COMSEC Keying Material (KEYMAT)

AFSSI 4100, 1 Aug 98, The Air Force Communications Security (COMSEC) Program

AFKAG-1, 3 Mar 95, AF COMSEC Operations

AFKAG-2, 21 Feb 96, AF COMSEC Accounting Manual

INFORMATION ASSURANCE POLICY & GUIDANCE

1.  The following publications provide technical direction and information to persons engaged in computer security activities with applicable supplements:


Air Force Policy Directive 33-2, 1 Dec 96, Information Protection


AFIND 5, 20 Jan 99, Information Protection/Assurance Publications


AFSPC SIG 90-2037, 31 Oct 95, Information Protection Self-inspection Guide (SIG)


AFMAN 33-270, 8 Aug 94, C4 Systems Security Glossary


AFMAN 33-229, 1 Nov 97, Controlled Access Protection (CAP)


AFSSM 5023, 1 Aug 96, Viruses and Other Forms of Malicious Logic

2.  The Contractor will comply with the directives listed below, or as revised by the Government:


AFI 33-119, 1 Mar 99, Electronic Mail (E-Mail) Usage and Management


AFI 33-202, 1 Feb 99, Computer Security


AFI 33-204 1 Oct 97, Information Protection Security Awareness, Training & Education 


    (SATE) Program


AFI 33-205, 1 Aug 97, Information Protection Metrics and Measurements Program


AFI 33-206, 1 Aug 96, Air Force Specialized Information Protection Publications


AFI 33-207, 1 Sep 97, Computer Security Assistance Program


AFI 33-230, 1 Sep 97, Information Protection Assessment and Assistance Program


AFSPCI 33-201, 27 Aug 96, Air Force Space Command Computer Security Program


AFMAN 33-223, 1 Jun 98, Identification and Authentication


AFMAN 33-272, 1 Sep 94, (S) Classifying Communication Security, Tempest, and 


    C4 Systems Security Research and Development Information (U)


AFSSI 5020,
20 Aug 96, Remanence Security (will be replaced by AFMAN 33-224)


AFSSI 5021,
15 Aug 96, Vulnerability and Incident Reporting


AFSSI 5024, Vol 1, 1 Sep 97, The Certification & Accreditation (C&A) Process


AFSSI 5024, Vol 2, 1 Sep 97, The Certifying Official’s Handbook


AFSSI 5024, Vol 3, 1 Mar 99, The Designated Approving Authority Guide


AFSSI 5024, Vol 4, 1 Mar 99, Type Accreditation 
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