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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. cLeanance ano SKecuanoing

2. FACILITY CLEARANCE REGUIRED

TOP SECRET
{The requirements of rln_ DoD Industrisl Security Manusl apply b.LEVEL OF SAFEGUARDING REGUIRED
o 1o ol secowity aspects of this effort) SECRET
2.v.  LPECIFICATION IS FOR: X and complete as apphcadle) 3. THIS SPECIFICATION IS: /X and complets a5 smplicabia)
. PRIME CONTRACT NUMBER YMMDDY
' X | ». ORIGINAL Complete date in o8 cases) Date 97 04 09
b. SUBCONTRACT NUMBER b. REVISED (Supersedes Revision No. Date rvwmogy
all previous specs)
fTAT R QTHER NUMBER DUE
X ;:)08‘:50-';';211 0413 Date mvacwoce ¢. FINAL Complete Item 5 in o¥ cases) Oate mraimoy
4. 1S THIS A FOLLOW-ON CONTRACT? I YES l X l NO. ¥ Yos, complete the foNowing:
Classified materiat recoived or generated under Preceding Contract Number) 1s lransierred to this fofow-on contract
5. IS THIS A FINAL DD FORM 2547 I l YES l X ' NG. if Yas, complete the folowing:
In response to the contractor's requested dated , retention of the identified classified material is authorized for the period of
8. CONTRACYQR fincivde Commercial and Government Entity /CAGE) Code) .
3. NAME, ADDRESS, AND ZIP CODE 4. CAGE CODE c. COGNIZANT SECUNITY OFFICE Name, Address, and Zip Code)
7. SUBCONTRACTOR
2. NAME, ADDRESS, AND 2IP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE /Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE
2. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY DFFICE /Name, Address, and Zip Code)
Cape Canaveral Air Station, FL Defense Investigative Services (DIS)
2300 Lake Park Dr., Suite 250
Smyrna, GA 30080-7606
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Launch Operations and Support Contact
-10. THIS CONTRACY WiLL REQUIRE ACCESS T0: YES | NO | 1%.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: ¥es | NO
s COMMUMCATIONS SECURITY (COMSEC) INFORMATION X o X
b RESTRICTED DATA x b.  RECEIVE CLASSIFIED DOCUMENTS OMLY X
e CRITICAL NUCLEAR WEAPON DESICH INFORMATION x [ RECEIVE AND GENERATE CLASSIFIED MATERAL x
& FORMEMYNESTNICIED DATA X € FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
s, MTELUGENCE IFORMATION SMAEC ]k e PEMORM SERVICES oMY ' Pal
(1] Sonsitive Cumportmonted information (SC1) X TAUST TERRITORIES X
12) Nen3C1 X ]* CONDARY DISTRIBUTION CENTEN X
1. SPECIAL ACCESS INFORMATION X v neauine & cOMSEC ACCOUNT X
s NATOMFORMATION M 1o mave rempest recumements b4
% FOREIGN GOVERNMENT INFORMATION SC [} MAVEOPERATIONS SECURITY (OPSEC) ALQUIREMENTS X
U o= vep DISSEMINATION INFORMATION M [ & € AUTHORIZED TO USE THE DEFENSE COUNIER SERVICE pod
n 'CIAL USE OMLY IWFORMATION X L OTHER (Specity
I Perform Classified AIS Processing %
See contract "Notification of Government X
Security Activity”

DD Form 254, DEC 90 /EF.V1) Pecrorm Prgy

Previous aditions are obsolets.
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12. PUBLIC RELEASE. any information iclassifiod or unclessified) partaining te this contract sholl nat bo releused for public szemingtion sxcopt ot provided by the industriel Secwity Monuel or unless it Nas oon spproved for public rolesse by
oppropriats Governement sutherity, Propesed public releases shall bo submitied for approval prier te releass

[ ]DM l ]mmhw
Nr ILIC RELEASE AUTHORIZED.

1o the D for Froedom of Information and Security Review, Otfics of the Assistant Secsetary of Datonse Public Affsirs} for review,
hheﬂdmhmm'uhh-oﬂhmuhnm.

13. SECURITY GUIDANCE. The security clasaificetion guidence noed for this clessiliod effert is idomtiliod Selew, N amy dificulty is oncountored in spplying this guidonce of f any ether coniribating foctor indiceies & naed for changes i this guiderce,
the s suthorized ond god e provide dod changas: to cholange the guidence or the classilication stsigned Lo sny injermation o material furnished o g d ender this od 10 bt omy questions lor interpretation
of this guidance te the oificial identilied belew. Ponding final decision, the infermation invelved shall be hondiod ond protocted ot the highest level of clssification essigned or F2 b as yrey for the classitied elfert. Attach, or ferwerd
ander saporate dhnce, sy do wipadolives/ Aorolr, Add addtionsl pages o3 needed te provide coamplets guidence)

10a. AFI 33-211 and AFI 33-212 apply for safegaurding COMSEC information. Disclosure of COMSEC information to another
contractor requires special briefings. A final U.S Government security clearance at the proper level and formal cryptographic
access JAW AFI 33-210.

10b,c,d. A final security clearance is required and briefings must be provided prior to access for CNWDI, RD, and FRD.

10j. The "For Official Use Only” information provided under this contract shall be safeguarded as specified in AFI 37-131.

l11c. Information received or generated under this contract will be classified in accordance with applicable Security Classification
guidec provided to the contractor under ceparate cover. Program specific data may be classified TOP SECRET.

11d. Classified hardware too large for storage in a normal security container will be stored in either an appropriate level vault or
approved contractor closed area. ' .
11g. The contractor will prepare and process DD Form 1540 to DTIC. Subcontractors are required to prepare and process DD
Form 1540 through the prime contractor. NISPOM Chapter 11, Section 2, Para 11-203 (a) and (b) apply.

11h. A COMSEC account is required forcontrol of keying material associated with the GFE mobile/handheld encrypted radio.
11i. The EMSEC requirements specified for this contract shall be implemented in accordance with AFPD 33-2 with the AFSSI
7000 series.

11j. AFI 10-1101 OPSEC requirements are tailored on DD 254 continuation sheet.

111. The AIS requirements established for this contract shall be implemented in accordance with AFPD 33-2 as supplemented and
the ~**ached publications list. Performs classified AIS processing.

14. ADDITIONAL SECURITY REQUIREMENTS. Requicoments, in addition to ISM requiroments, ors astablished for tNis contract. & Yes, ientily I X l Yes ‘ | No
the pertinent contractuel cleuses i the cenirsct document Raek, er provide an apprapriate itatament which identifies the edditionsl requirements. Provide
& capy of the requirements 1 the cognirent security office. Use Nam 13 X additionel space it needed)

See item 13 above for AIS, OPSEC, and TEMPEST requirements.

15. INSPECTIONS. Elments of this contract are sutside the inspects Aty of the cognizent security elfice. Af Yes, kdentily pecific | X l"‘ l |n.,
orees a0 slaments corved ot and the scthnty responsitl for spections. Use hem 13 N addiional spece & needed)

DIS is relieved of security oversight. 45 SPS/SPRC will assume security cognizant responsibility.

18. CERTIFICATION AND SIGNATURE. Security requirements stated hersin are complete and adequate for safeguarding the classified information to be released or generated
under this classifisd affort. All questions shall be referred to the official named below.

». TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE Anchue Arve Coc/
CHARLES M. OLIVE Chief, Launch Operations Support (407) 853-1818
4. ADDRESS Mnchute Zp Code/ 17. REQUIRED DISTRIBUTION
X |+ contmacton

4 'OSM b, SUBCONTRACTOR
|C. _anaveral Air Station, FL 32925-2206 X ] «. COUMTZANT SECURITY DFFICE FOR PRIME AND SUBCONTRACTOR
o. SIGNATURE . 4. US. ACTVITY NESPONSIBLE FOR OVERSEAS SCCUNITY ADMINISTRATION

Z, X | «. aounstaarion contaactiva oricen
_%I/M\-——/ 71 4’ (%M(’ X | 1 ommns aswecessany

DD Form 254, DEC 90 [REVERSE] (EF-V1) (PecFORM PR
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DD 254 Continuation
The following actions are expected of the contractor for compliance with AF] 10-1 101:

1. The contract should appoint and OPSEC officer in writing with courtesy copy to the 45 SW
OPSEC officer. The appointed OPSEC officer should attend Wing provided training and
periodic meetings. This is an additional duty type position not requiring a dedicated employee.

2. The contractor should follow the 45 SW comprehensive training plan being developed to
ensure assigned employees. ‘

a. Understand the OPSEC concept and foreign intelligence threat ( can be done at initial
orientation of new hires; information regarding any threats will be provided by the 45 SW
OPSEC officer).

b. Are given an OPSEC orientation, to include information concerning any intelligence
threats (given at initial and annual briefings; information regarding any threats will be provided
by the 45 SW OPSEC officer).

c. Understand the scope, organization, provisions of the command and unit (sponsor)
IPSEC program (provided at the above briefings; actual information is provided to the
contractor by the command and unit OPSEC officers.

d. Understand the OPSEC role in the planning and executing of command and unit
missions and activities (role of contractor will be defined as needed by command unit OPSEC
officers).

e. Attend OPSEC refresher briefings annually (to be done by the above mentioned
briefings).

f. Are given periodic OPSEC reminders (bulletins, newsletters, commander's calls,
posters, etc., provided by the 45 SW OPSEC officer).

g. Understand how sound OPSEC is applied to planning operations, exercises, and

special activities, to include lessons learned (actual information to be provided by the 45 SW
OPSEC officer).

Fogeso - 98- (0 -0035



INFORMATION PROTECTION
POLICY & GUIDANCE

The following publications provide technical direction and information to persons
engaged in computer security aclivilies:

Auar Force Policy 13 Aug 93 Command. Control. Communications and Computer (CH

Dircctive 33-2 Svstems :

AFT 33-204 15Dcc 94 The C4 Systems Sccurity Awarness. Traiing & Educauon
Program (SATE) '

AFSPC 1 33-201 27 Aug 96  Air Force Space Command Computer Sccurity Program

AFSPC SIG 90-2037 31 Oct 95 Information Protection Sclf-Inspection Guide (SIG)

AFSPC Chg | 23 Aug Y6 The C4 Systems Sccunty Awarmess. Training. Educauon
AFT 33-204 (SATE) Program

Air Force Systems Security Instruction (AFSSI)
COMPLIANCE WITH THESE PUBLICATIONS IS MANDATORY

AFSSI 5001 22 Jul 96  Secunty Policy Development Guide

AFSSI 5002 26 Aug 96  Controlled Access Protection (CAP)

AFSSI 5013 1 Jul 96 Identification and Authenication

AFSSI 5016 30 Jun92 Embedded Computer Systems Security

AFSSI 5017 18 Feb 93 Dcplovable Computer Systems Sccunty

AFSSI 5020 20 Aug 96 Rcmanence Security

AFSST 5021 15 Aug 96 Vulnerability and Incident Reporting

AFSSI 5101 15 Oct Y2 Computer Sccurity in the Air Force Acquisition System
AFSS! 5102 23 Scp 96 The Computer Sceunity ( COMPUSECQC) Proeram

Air Force Systems Security Memorandum (AFSSM))

AFSSM 5003 29 Jan 93 Designated Approving Authonty Guide

AFSSM 5004 { Mar91 MAJCOM Computcr Sysicms Sccunty Manager's Guide

AFSSM 5005 5 Nov 90 Basc Computer Systems Sccurity Officer’s Handbook

AFSSM 5006 2 Aug 93 Computcr System Sccurity Officer’s (CSSO) Network Sccunty
Officer's (NSO) Guide

AFSSM 5008 16 Jan 90  Evaluator's Guide

AFSSM 5010 150ct 92 Computer Security in the Acquisition Lifc Cycle

AFSSM 5012 1 Oct 90 System Vulnerabilitics and Penctration Mcthods

AFSSM 5014 10 Fcb 93 Multi-user Computer Systems Sccurity Guide

AFSSM 5015 16 Nov 92  Protection Techmiques Guide

AFSSM 501R | Feb 93 Risk Analysis

AFSSM 5019 15 Apr 91 Computcr Sccurity User's Guide

AFSSM 50212 1 Mar 93 Network Risk Analysis

AFSSM 5023 {3 Jun 96 Viruses and Other Forms of Malicious Logic

AFSSM 5025 1 Mar 93}  Sccurity Test and Evaluation

AFSSM 5026 1 Mar93 Centification Guide

AF MAN 33-270 8 Aug 94 C4 Svstems Sccurity Glossany

NOTE: AFSSI/AFSSM are found in the Specialized Publications Index §
45 CS/SCBI. Information Protection Office, 494-5366 Maintains User Library

As of 12/17/96
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[
DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING Lo "
CONTRACT SECURITY CLASSIFICATION SPECIFICATION 3. FACILITY CLEARANCE REQUIRED ‘? ‘
TOP SECRET ]
(The requirements of the Dol Industrial Secunity Manual apply b.LEVEL OF SAFEGUARDING REQUIRED "
to all security aspects of ths effort) SECRET

2. THIS SPECIFICATION IS FOR: /X and complete a5 apphcadie)

3. THIS SPECIFICATION IS: 1x and complets as appiicable)

————

3. PRIME CONTRACT NUMBER

——

X x . . Date myumog
- ORIG! i
F08650-98-C-0035 3. ORIGINAL (Complets date in all cases) 97 04 09
b. SUBCONTRACT NUMBER X b. REVISED /Supersedes Revision No. Date rymmosy
o previous specs) 1 98 04 30
¢ SOUICITATION OR OTHER NUMBER QUE Date rymsory Date myamosy
c. FINAL /Complate Item 5 in 3l cases)
4.1S THIS A FOLLOW-ON CONTRACT? l YES | X , NO. I Yas, complete the following:
Classified material receivad or generated undes {Praceding Contract Number] is transferced to this foflow-on contract
5.1S THIS A FINAL DD FORM 2547 | I YES l X l NO. If Yos, complate the following:
In response to the contractor’s requested dated . retention of the identified classified material is autharized for the period of
6. CONTRACTOR (include Commerzial and Goverment Entity ICAGE) Code)
2. NAME, ADORESS, ANO 2iP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE Name, Address, and 2ip Code)
Sverdrup Technology, Inc. 07486 Defense Security Service
600 Wm. Northern Blvd. 2300 Lake Park Dr., Suite 250
P.O. Box 884 Smyma, GA 30080-7606
Tullahoma, TN 37388
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND 2IP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE Name, Address, and Zip Code)
»
8. ACTUAL PERFORMANCE
3. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY QFFICE Name, Address, and Zip Codel
Cape Canaveral Air Station, FL 1EMB6 Defense Security Service
2300 Lake Park Dr., Suite 250
Smyma, GA 30080-7606
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Launch Operations and Support Contact
10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
& COMMUNICATIONS SECURITY (COMSEC) INFORMATION X YRR LSSH ‘K OALYA H H Ao X
% RESTRICYED DATA x b. RECEIVE CLASSIFIED DOCUMENTS ONLY x
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X ¢ RECEVEAND GENERATE CLASSIFIED MATERIAL X
L FORMERLY RESTRICTED DATA x d FABRICATE. MODIFY, OR STORE CLASSIFIED HARDWARE X
. INTELLIGENCE INFORMATION If-.on | e PERFORM SERVICES ONLY X
{1) Sensitive Compartmentsd Information {SC1) X - ’r'm‘isr r::nmmms's' VIED D ON DUTSIOE THE U, PUERTD RICO, U< : N X
{2) NonSCH X |* sscuum;'mv| DISTRIBUTION CINTEN " HAAL ATION CENTERIOTIC) = X
L. SPECIAL ACCESS INFORMATION X [n meaumeacomsec account X
5. NATOINFORMATION M {i  MAVE TEMPEST REQUIREMENTS X
N FOREIGN GOVERNMENT INFORMATION DX | i AVEOPERATIONS SECURITY (OPSEC) REQUIREMENTS X
L LIMITED DISSEMINATION INFORMATION X & BEAUTHORIZED TO USE THE DEFENSE COURIER SEAVICE X
i FOR DFFICIAL USE ONLY INFORMATION X L OTHER [Specify/
L OTHER fSpeciys Perform Classified AIS Processing X
See contract "Notification of Government X
Security Activity"

DD Form 254, DEC 80 (EF-V7) peronm rray

Previous editions are absolete.




