AMATS RISK ASSESSMENT

The risk assessment rating is developed using a combination of different Probability Ratings and Consequence Ratings.  Our objective is to identify potential risk and assign a rating for each risk.  

Probability Ratings
Probability of risk becoming reality:

• 1 -  Not Likely - (0 - 10%)  Know this most likely will not occur

• 2 -  Low Likelihood - (11 - 40%) Believe this will not occur

• 3 -  Likely - (41 - 60%) Toss-of-coin

• 4 -  Highly Likely - (61 - 90%) Believe this will occur

• 5 -  Near Certainty - (91 - 100%) Know this most likely will occur

Consequence Ratings
• N - Negligible:  An event, which if it occurred, would have almost no effect on the program

• Mi - Minor:  An event, which if it occurred, would cause only a small increase in program cost and/or schedule.  Requirements would still be achieved

• Mo - Moderate: An event, which if it occurred, would cause moderate cost/schedule increases, but the requirements would still be achieved 

• S - Serious: An event, which if it occurred, would cause serious cost/schedule increases.  Secondary requirements may not be achieved 

• C - Critical:  An event, which if it occurred, would cause program failure
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	Qualified Workforce Requirements
	Rating

	Need for an understanding (working knowledge) of the science behind the equipment, e.g.: seismic, hydroacoustic, infrasonic, radio frequency, material collection and advanced research and development systems.
	5C

	Need for an understanding of equipment integration and configuration for troubleshooting, fault isolation, and integration – given multiple equipment suites with documentation gaps.
	5C

	Need for specific contractor personnel to have required security clearance on day one.  All personnel must be able to obtain the appropriate security clearance for the work to be accomplished.  The highest level of clearance currently required is Top Secret SCI. 

	5C

	Need an understanding of international requirements – laws, social customs, host country agreements, logistics (customs and shipping), diplomatic protocols, and security – situational awareness and terrorist threats.
	5Mo

	Need to have the ability to communicate effectively verbally and in writing, may interface directly with field personnel and host country high level officials in person or remotely (phone, fax, email) where English is their second language.
	3Mi

	Program Management
	

	Need to recruiting and maintaining a technically capable and experienced workforce.
	5C

	Must manage the dynamics of fluid requirements – multiple activities occurring at once: i.e.; fluctuating workload and personnel, change in mission priorities, multiple teams in multiple locations, geographically separated, logistics support, assignment of personnel – the right people assigned to the right place.

	5C

	Government funding fluctuations, reallocation of resources and priorities – unplanned activities impacted planned activities – redirecting resources to emergency situations, etc. funding becoming available over the fiscal year.

	5C

	Must have the ability to respond quickly to short notice requirements – emergency maintenance requirements, travel and technical support, remote maintenance, quick turnaround of studies and technical information to field problems, and report to higher management (within hours)
	5S

	Must be capable of fulfilling documentation development requirements – engineering drawings; technical studies, surveys, and reports; maintenance data collection and other technical analyses; and technical instructions.
	5S

	Need for a procurement process to purchase equipment, materials, and services in the US and abroad.
	5Mo

	Need for internal processes for security training and safeguarding of classified information for all personnel.

	5Mo

	Need to work with other contractors, government personnel, other government agencies and host country.
	5Mi

	Need for compliance with theater requirements regarding health and safety concerns, e.g. vaccinations, specific training.
	5Mi

	Need for an Organizational Conflict of Interest Plan – the requirement to analyze performance of other contractor’s proprietary data, participation in tests, system, deliverable, performance and site evaluations.

	5N

	Government workspace is limited and may not support projected mission growth.
	4Mo

	Operational Environment
	

	Must work with and augment organic resources (US military and civil servants), must be able to follow set processes and procedures.  
	5C

	Must follow technical guidance – failure could lead to personnel (US military, other contractor, or host country personnel) injury/death and mission disruption.
	5C

	Must provide 24/7 maintenance management and trouble reports process support to Systems Control.

	5C



	Must be able to execute a mission transfer to alternate location.

	5C

	Must deploy to remote, isolated locations on short notice for potentially long periods (30 to 40 days) in treacherous topography (e.g. loose rocky areas, mountainous, high altitudes, swamps, bogs) and be physically capable performing maintenance tasks and operating all necessary transport (e.g. ATVs, ARGO, snowmobiles, track vehicles, forklifts).
	5C

	Must be prepared to encounter hazardous weather conditions in field locations (polar regions, lightening, storms, and monsoons).


	5C

	Must possess the ability to deal with wildlife encounters (bears, poisonous snakes and spiders, rodents, etc.)

	5Mi

	May work on test ranges encountering unexploded ordinances – must comply with range processes, procedures and training requirements.
	4Mo

	May be exposed to hazardous materials in laboratory situation – must comply with laboratory protocols.


	4Mi

	In event of severe weather, (i.e. hurricane effecting AFTAC functions at Patrick AFB), must be able to support a potentially long-term contingency operation at an alternate location.
	1C

	Difficulty in getting deployed teams out of country.
	1S
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